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Providing the right information, to the right
people, at the right time!




HUMINT DURING PEACE SUPPORT OPERATIONS

Over the past several years, Canadian soldiers deployed in peace support
operations (PSO) have expressed routinely and enthusiastically that the lessons
they have learned while participating in information collection activities at the
tactical level need to be passed on to others. In PSO in particular, the provision of
combat information in support of the HUMINT process is of such importance that
itis considered one of the principle activities contributing to the development of an
accurate Common Operating Picture (COP), a fundamental requirement for success
in an area of operations (AOR).

Comments collected from Post Operation Reports (PORs) and After Action
Reviews (AARs) have indicated a considerable lack of information on this subject,
particularly when it comes to preparing soldiers for basic information collection
activities. While the Army is now addressing doctrinal shortfalls that support the
HUMINT process, soldiers must be made aware of procedures and techniques
that can guide the training and conduct of this activity during operations.

This issue of Dispatches describes lessons already learned by soldiers
who have been engaged in supporting HUMINT activities. Among the most important
of these lessons is that by improving the social interaction skills associated with
information collection, better information will be gathered and a more accurate
COP will be obtained. Many of the principles that are related to the accomplishment
of successful HUMINT activities at the tactical level are also fundamental to the
conduct of effective negotiations, a topic the ALLC will address in a subsequent
edition of Dispatches. In both cases, there is an interaction between soldiers and
other parties during a conflict, and in both cases performance can be improved
by applying lessons from past experience.

Over the past several months, the Army Lessons Learned Centre has
recorded some of the lessons identified from operations and training that relate to
information collection in support of the HUMINT process. Experience and doctrine
in this area continue to evolve. This issue of Dispatches has been written in an
effort to help provide the Field Force with a point of departure for training soldiers
in basic information collection procedures. Many of you will have experience in
this area. You are encouraged to share your successes and lessons on this
subject, or any other, with the Army Lessons Learned Centre (see details on the
inside of the front cover).

J.M. Petryk
Lieutenant-Colonel
Director Army Lessons Learned Centre
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Go up into the hill country and see what the land is and whether the people who dwell
in it are strong or weak, whether they are few or many and whether the land that they
dwell in is good or bad, and whether the cities that they dwell in are camps or
strongholds and whether the land is rich or poor and whether there is wood in it or
not. . . . Bring some of the fruit of the land.

—Book of Numbers, Chapter 13

PART ONE—INTRODUCTION

WHAT IS HUMAN INTELLIGENCE (HUMINT)?

The CF accepts the NATO definition of HUMINT as “a category of intelligence
derived from information collected and provided by human sources.” While
doctrinally accurate, this definition needs to be expanded if the importance of HUMINT
is to be clearly understood and the manner in which this process can be effectively
supported by troops on the ground.

High tech intelligence collection methods, such as Imagery Intelligence (IMINT) or
Signals Intelligence (SIGINT), are for the most part timely and accurate. While the
sources and associated products attract considerable attention, largely due to the
technologies involved, they cannot provide complete knowledge of the environment:
local attitudes, emotions, opinions, identities and importance of key players and their
relationships to the COP. Technology, despite its usefulness in developing a COP,
cannot provide a full and accurate depiction of an area of operation and current
situation. HUMINT, on the other hand, gathered by well-trained troops in an area of
operations, from interacting with the complete range of local human sources, provides
this nature of critical information from which a complete intelligence picture can be
developed.

HUMINT is among the most important of the intelligence collection categories used
in PSO. ltis the major contributor to understanding the population, its culture and needs,
and how these relate to the operational environment. During PSO, commanders are
often posed the challenge of establishing and maintaining stability. Consequently they
must have information on topics such as those indicated below, in order to make timely
decisions and effective plans:

a factional forces;

a freedom of movement;

g state of the local economy,
government and law
enforcement;

g numbers, location and state
of Displaced Persons, |
Refugees and Evacuees
(DPRE);

O war crimes; and

a attitudes and expectations of
the local population.
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Both French and British officers emphasized the value of Human Intelligence
(HUMINT) and the fact it was particularly lacking. However, BRITFOR obtained
98% of their information from HUMINT sources, primarily from their own soldiers
on patrol. British Intelligence Officers stated the tactical picture had to be built up
by piecing together HUMINT and by interpreting the totally biased Serbian/Croat/
Muslim radio.

— Initial Impressions Report
French and British OOTW
Former Republic of Yugoslavia

WHO IS INVOLVED IN THE COLLECTION OF HUMINT

Non-intelligence Personnel. All members of a force collect information by
observation or interaction with the population. Soldiers on patrol, occupying observation
posts, passing through areas in convoys, and doing anything that involves observing
and reporting environmental conditions and activities by military personnel and civilians
in an area of operations are important contributors to the HUMINT process.

Intelligence Personnel. Intelligence specialists with HUMINT training may be
called upon in support of an operation to provide focused HUMINT efforts through
establishment of a Field HUMINT Team, HUMINT data management, HUMINT analysis,
HUMINT dissemination, debriefing, and other activities.

This volume of Dispatches will focus on the lessons learned from combat
information collection activities in support of the HUMINT process, conducted by non-
intelligence trained soldiers deployed as members of Canadian battle groups deployed
on PSO. It will deal primarily with how to improve HUMINT collection activities while
conducting patrols.

PART TWO—ADVANTAGES AND LIMITATIONS OF HUMINT

Remember that no technical device can replace human intelligence, the eye and
the ear.

—Nordic UN Tactical Manual, Volume I

ADVANTAGES
a Can provide early warning of potential incidents or hostile intents.

a Can provide an understanding of the population which reveals attitudes and
intentions of individuals, factions, hostile forces, suppliers and other groups
having an impact on our operations and force protection posture.

g Can reveal direct and indirect relationships (political, financial military, criminal—
even emotional) among key players in the local intelligence picture.

a Can indicate hostile HUMINT activities and interests which might target our own
or other friendly personnel.
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Canadian based intelligence collection resources, including imagery exploitation,
were incapable of responding quickly enough to provide timely support to units in-
theatre. Generally, units were able to patrol into areas and disseminate information
more quickly than imagery assets could be brought to bear.

—Comment, Battle Group OP HARMONY
(Former Republic of Yugoslavia 95)

LIMITATIONS

g Time lag between collection, reporting, and verifying some information can be so
long that it renders that information useless.

a Collection success is uncertain.

g Dissemination and fusion of information into targeting channels is often inadequate
and difficult to accomplish.

g Determining source reliability and information credibility is often difficult.

g Can be susceptible to deception or adversary PSYOPS.

PART THREE—COLLECTING INFORMATION

Information collection can, and should occur at any time in theatre. At its most
basic level, HUMINT collection activities consist of becoming familiar with the surrounding
environment—including the people, the infrastructure and terrain—and recognizing
“change!” Like a police officer “walking the beat” in a neighbourhood day after day,
soldiers at all rank levels must be able to recognize that something has changed, and if
possible, why! Even if the latter is not possible, simply reporting that there has been
change may allow analysts to identify the reason it has occurred and its significance.
Soldiers should train themselves to become constantly aware of conditions such as:

g armed elements (location of
factional forces, minefields
and potential threats);

g homes and buildings (what
is the condition of the
roofs, doors, windows,
lights, power lines, water,
sanitation, roads, bridges,
crops and livestock?);

a infrastructure (the
presence of functioning
stores, service stations,
etc.);

g people (numbers, sex, age, residence/DPRE status visible health, clothing, daily
activities and leaders.); and

g contrast (has anything changed?).
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MAINTAINING THE CONVERSATION

Once the contact is established, you can use some common techniques to
channel the conversation to the area(s) of interest. These include:

v" Anattempt to obtain more information by making a vague, incomplete, or a general
response.

v' Arequest for additional information when the person’s response is unclear; for
example, “| agree; however, what did you mean by...?"

v' Ahypothetical situation that can be associated with a thought or idea expressed
by the person. Many people who would make no comment concerning an actual
situation will express an opinion on hypothetical situations.

Avoid use of military jargon, especially with civilians.

Be prepared to discuss your personal interests (ie hobbies, books, travel, etc.).
Be sensitive to your body language.

° Smile.

° Avoid sitting with your arms crossed.

° In some cultures, showing the soles of your boots to someone while sitting
is a sign of disrespect.

° Keep your hands away from your mouth.
° Lean forward and nod.

° Make frequent eye contact (if culturally appropriate).

Additional training should be provided in the art of human information/intelligence
collection. Specifically, section commanders and above should receive instruction/
guidance on the art of extracting information whilst engaged in informal
conversation. ...In addition, the many facets of conducting discussions through a
translator should be emphasized. Finally, if it is seen to be value added to the
deploying unit, the PSTC training package must be tailored to the requirements of
the mission and the unit tasked to fulfil it. While the PSTC staff were very co-
operative in making adjustments, the fundamental focus of this support should be
reviewed.

—Comment by 1 PPCLI Battle Group
OP KINETIC ROTO 0 (Kosovo 99)

QUESTION TECHNIQUES

Using questions is the best way of opening and continuing a conversation. As
indicated below, questions can be asked for a variety of purposes. You should be
aware of what your specific purpose when asking a question, and phrase the question
to best meet this need. Questions can help to:
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Gain information. (Is there anything | should know?) (Can | go over that with you
one more time and clarify any misunderstandings on my part?)

Persuade people. (Whatdo
you think?)

Plantideas. (What do you
think about...?)

Motivate an individual. (I'd
do it this way, how would
you do it?)

Solve problems. (What
solution do you see for this
problem?)

Evoke emotions in a person.
(Why do you feel that way?)

Gain co-operation. (Could you make an exception?)
Defuse volatile situations. (Tell me more about how you feel?)

Stem anxiety, particularly from fear of loss of control. (Are you concerned
access will be restricted?)

OPEN QUESTIONS

One should ALWAYS try to use Open or High Yield questions—nothing that can

be answered Yes or No. Questions of this nature stimulate thought and encourage
continued conversation. Open questions have the following characteristics:

O

O oo oo o ogod

Usually begin with “What” “How” “Why” “Could” “Would”.

Cannot normally be answered with a few words; they must be answered with
an explanation.

Are broad in nature.

Result in the respondent being allowed considerable freedom in answering.
Serve as an open invitation to talk.

Facilitate self-exploration of the subject, and encourage discussion.

Allow the person to talk and the soldier to listen and observe.

Pose little threat to the person.

Reveal what the person thinks is important.

Allow the people to become involved, to participate in the exchange and to come
up with information on their own.

Create a conversational tone. Eliminate a sense of interrogation associated with
closed questions.

The importance of the different question words cannot be overly stressed.

Frequently interviewers develop a habit of asking only one type of open question, and
fail to see other dimensions of the subject’s experience.
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WHAT QUESTIONS—Solicit facts and information.

HOW QUESTIONS—Are associated with sequence, process and emotion.
WHY QUESTIONS—Produce reasons and intellectual history.

COULD or WOULD QUESTIONS—Attain maximum subject self exploration.

“BESUBTLE"

Throughout the conversation, remember to be sociable yet reserved at all
times. The intent is to create the environment where you as an individual are (as much
as is possible) accepted and viewed as non-threatening and trusted. The approach of
rattling off the same list of questions for each series of conversations, while
enthusiastically writing down the responses will not lead to such trust.

v" Don't be obvious. m

v' Don’t necessarily take
notes straight away.

w

v"  Consider use of a
waterproof marker to
make notes on a rifle butt
note page.

v' Be careful taking
photographs. Requesting
to take a group &
photograph might be a
subtler means of getting
a picture of someone rather than singling out that individual.

ENDING THE CONVERSATION

v Be positive. Leave the person to whom you have been speaking with a positive
feeling and a sense that he/she has found a sympathetic ear.

v/ Usethe other person’s name. This shows respect and helps to establish rapport.

v' Be conscious of timing and space. Do not over stay your welcome. In reality,
once the host has provided you with something to drink, his/her cultural gesture
of hospitality is normally complete. They will usually offer you more, but a polite
refusal should signal that their task is complete. A polite bit of conversation and
you should start thinking of heading for the door.

v Leave the door open for subsequent meetings. A person may not always have
useful information for you; however, upon the next meeting he/she may have a
real gem. “It was nice meeting/speaking with you. | hope to hope to see you
again” is an effective way to end a conversation.

REMEMBER!

How you patrol and the perception developed by the local population based
on your behaviour will influence how much information you can gain.
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AFTER THE PATROL

\

AN NN VU U N NN

Compare notes within patrol/section as required.
If given specific targets concentrate on those topics first.

Note everything about the people you speak with; numbers, ethnicity, age, sex,
state of clothing, visible signs of health or illness, diet, state of clothing and
equipment.

Indicate where exactly the information was gathered (rural/urban/school/market),
and ensure a proper grid reference is included.

What did people want to talk about and why?

Were they afraid of something or somebody? Why?

What was going on around you?

What had changed since the last time you were here? Why?

What were your perceptions of what was happening in the community?

What were people’s first reactions to you and the Contingent or Force products?

What specifically did they like, dislike, or want to see more of?

Lastly report the results. Thisisimportant even if at first thought the information
does not appear important.

TIPS ON CONDUCTING A MEETING

There will be many occasions during a mission when soldiers will have to

conduct a meeting with an individual or a small group of people, including local
personalities, officials, members of other organizations, etc. Given the similarity
of the techniques used to those employed in negotiations, refer to Dispatches,
Vol. 8 No. 2—"Negotiations During Peace Support Operations”, May 2001
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REMEMBER!
O  Nothing is useless—no matter how small or insignificant it may
seem.

[0  Gut feelings are usually right—a soldier’s natural instincts and
experience are worth their weight in GOLD.

[0 Don’'t always expect feedback.

[0  Discuss the patrol with the interpreter as they often have insight
you will not notice. However, do not debrief the interpreter as
they will likely become irritated at you for not doing your job.

PART FOUR—HUMINT AT THE COMPANY LEVEL

The degree to which companies, squadrons and batteries will become involved
in the collation and analysis of HUMINT will depend on the direction provided by their
commander, the location of the sub-unit to other intelligence assets, overall level of
taskings, and the ability to collate and analyze within the sub-unit.

During operations other than war (OOTW), there is a need for an intelligence
collator at the sub-unit level to analyse/distribute the ISTAR products. This shortage
was identified in the TO&E. There is now an intelligence collator on the TO&E for
each Coy CP and one with the CIMIC and Information Operations section.
Furthermore, our doctrine and training must be modified to reflect the importance
of information gathering through human contacts during OOTW.

—Comment, 1R22eR Battle Group
OP PALLADIUM ROTO 5 (Bosnia 99 - 00)

THE ROLE OF COMPANY HUMINT MANAGER

The company HUMINT Manager can either be an MOC 111 Intelligence Senior NCO
attached to the company or an officer or Senior NCO from the company who preferably
has received HUMINT training. Tasks to be conducted by the HUMINT Manager include:

g Conduct of debriefs of Company personnel who have attended briefings,
conferences, meetings or have conducted visits in and outside the company
area.

a Collation of patrol reports, results of debriefs and other data.

a Passage of information upwards to Battle Group HQ, with or without first level
analytical review depending on time sensitivity and analytical capability

g Highlighting unit and formation level requirements.
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a Dissemination of HUMINT gathered up and to other companies, and dissemination
within the company of HUMINT requirements.

g Maintenance of company level data.
g “Night Owl” product checks.

g Development of an “Answers to Frequently Asked Questions” sheet, not to be
taken on patrol, to assist patrols in providing accurate and consistent responses
to questions from local people.

a Maintenance of a list of locals who routinely offer reliable information.

“Night Owl” products are translations of Bosnian newspapers, television and
radio broadcasts. Patrols therefore go out knowing what the local people have heard
and read. This makes interaction with the local populace that much easier and HUMINT
gathering that much more possible.

PART FIVE—POINTS FOR ATTENTION
AT THE BATTLE GROUP LEVEL

The addition of a MOC 82A Captain as Battle Group Intelligence Officer, and three
MOC 111 Intelligence Operators, to the existing Battalion staff (three combat arms
NCMs), made it very effective. The addition of hard intelligence positions would
increase an already very strong Battle Group capability. The Battle Group also
used a two person intelligence liaison team, to regularly visit dispersed sub-units,
flanking battle groups and HQ MND (SW). This proved to be an excellent source
of intelligence/info and is also recommended for all future deployments.

—Comment 2 PPCLI Battle Group
OP PALLADIUM ROTO 0 (Bosnia 97)

a Information Operations doctrine is evolving within the Army, particularly with
regards to the role that CIMIC and PSYOPS play. The information requirements of
these organizations must be clearly understood and their members must be
constantly briefed on information requirements of the contingent and superior
formations.

g Intelligence and operations staffs at all levels have roles and responsibilities,
which must be clearly articulated, to avoid confusion and gain maximum benefit
from the HUMINT programme.

a Responsibility to gain information from local officials and personalities must be
assigned to the appropriate rank and must take into account those who have
developed rapport with that person.

a Engineer, medical and CIMIC teams that perform tasks outside the contingent’s
AOR or for other formations should be briefed and debriefed on HUMINT issues
and requirements before and after their tasks.

g Information requirements, particularly those from superior formations, must be
translated into meaningful and realistic questions by the time they reach the
HUMINT collectors.

a Whenever possible, the battle group intelligence section or company HUMINT
manager should personally debrief troops involved in the collection of HUMINT.
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Feedback regarding the assignment (TACON) of Field Intelligence (FI) detachments
to the Infantry Battalions (and 2 Cavalry Regiment) has been very positive. The FI
detachments were accepted rather quickly and all Battalion COs have acknowledged
the merits of having them as part of their team. One would have to study the possibility
of having a Battalion level Humint Control Officer (HCO), due to the large geographic
areas of the Battalion AO. This issue could be resolved adequately by an appropriately
ranked detachment commander who is anchored in Battalion HQ.

—Comment Australian Centre for Lessons Learned
Observations and Insights
OP WARDEN / STABALIZE—EAST TIMOR (99)

This provides a number of advantages:

° It reinforces the importance of the task.

° Itincreases the motivation of the soldiers involved.

° It helps to overcome any shortfalls in reporting.

° It allows two-way feedback regarding the type and clarity of the questions

being asked and the information being provided.

0  Whenever possible, the battle group HQ should provide feedback to the troops
involved with the collection of information suporting the HUMINT process regarding
its quality and how it has been used. For example, one battle group HQ created
an abbreviated and sanitized SITREP that was circulated to section level. The
SITREP attributed the information which the troops had collected. This provided
both positive feed-back to the soldiers involved with the collection of HUMINT and
helped to increase the overall level of situational awareness by indicating what
was being done by other organizations.

0  With operational security concerns in mind, place an up to date list of information
requirements in a place where soldiers who are about to depart on patrol or
other related activities can observe them. This will help to refresh memories and
reinforce requirements.

PART SIX—EMPLOYING INTERPRETERS

More than a language technician, interpreters have a very high value for their
knowledge of local customs and can also be a good source of HUMINT.

—Dispatches Vol 5 No 3
Lessons Learned in Civil Military Co-operation (CIMIC)

What are some of the techniques to increase the effectiveness of
interpreters? Perhaps the most important guideline to remember is that the interpreter
is essentially your mouthpiece; he or she says what you say, but in a different language.
Sounds simple, but for those who have never worked with interpreters, problems can
quickly develop.
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Upon meeting your interpreter, itis
important that you assess his or her
proficiency of English. If you are about
to conduct a meeting requiring an
extensive knowledge of technical or
precise military terms, you need an
interpreter with a firm grasp of English.
The British grading system of
proficiency helped to alleviate this
problem for the most part. If you are
conducting a standing patrol, and the
intent is to stop and talk to people on the
street, make the interpreter aware of this
fact. Ask him/her for their thoughts on what subjects might be of interest to the local
population—remember they will often have a good feel for pulse of the community.

Brief the interpreter regarding the nature of the meeting you are about to convene
and the specific topics you intend to discuss, without disclosing the commanders IRs.
This helps the interpreter mentally prepare for the kinds of words and terms he can
expect to hear and use.

INTERPRETER PREPARATORY BRIEF FOR A PLANNED MEETING.

Interpreter’s pre-meeting brief. Five minutes spent briefing your interpreter
before a meeting allows the interpreter to mentally prepare and enhances the overall
performance during the meeting. When you are used to working with the same
interpreter, the pre-meeting brief is less critical as the interpreter becomes used to your
techniques. Suggested items on which to brief the interpreter are as follows:

0  Whatexactly do you want translated. The interpreter is to translate all conversation
between you and the other person.

g Discuss generic topics to be covered. Never discuss exact IRs with your
interpreter (even if he or she has figured them out).

a Brief interpreter on actions if the meeting is interrupted.

a If you wish assistance with place and personal names, the interpreters may
write them down if you ask them.

g Cue the interpreter with key words and ideas that you may wish to use. This
allows the interpreter to choose suitable word for translation. This is particularly
true if you wish to tell a joke. Interpreters tend to have dead pan voices during
translation, and will massacre the funniest punch line. If there are some technical
terms you wish to use, a heads up to the interpreter is always appreciated.

0  Ask interpreters to look at the person with whom you are speaking when
translating your words. Many interpreters need to concentrate and often pick a
neutral focal point while they do the mental gymnastics of translating. Brief the
interpreter to focus on a point by the person’s head; this works as well. Ensure
that the person being interviewed replies to you and not to the interpreter. Try to
have the interviewee maintain eye contact with you.

J  Advise the interpreter on what agreements exist concerning the interpreter’s
safety in a perilous situation
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Upon meeting with your interpreter for the first time, spend some time telling him
what you expect him to do and how you want him to do it. Essentially, you must
train him regarding techniques for how an interpreter should execute his duties.
Some effective techniques include the following:

TIPS ON WORKING WITH AN INTERPRETER

Placement

v

When standing, the
interpreter should stand
just behind you and to
the side.

When sitting, the
interpreter should sit
right beside you but not
between you and the
interviewee.

Body Language and Tone

v' Have the interpreter translate your message in a normal tone of voice.

v Ensure the interpreter avoids making gestures.

Delivery

v' Talk directly to the person that you are interviewing, not the interpreter.

v' Speak as you would in a normal conversation, not the third person. E.g., do not
say “Tell him that...”. Rather say “I understand that you...” and instruct the
interpreter to translate as such.

v’ Speak clearly, avoid acronyms or slang, and break sentences uniformly to
facilitate translation.

v' Some interpreters will begin translation while you are still speaking. This is
frustrating for some. If so, discuss the approach you want the interpreter to use
prior to your conversation.

v' The most important principle to obey while using an interpreter is to remember
that you control the conversation, not the interpreter.

Security

v' Work on the premise that the interpreter is being debriefed by his/her (hostile)
intelligence services.

v" Always assume the worst.

v' Avoid careless talk.

v' Avoid giving away personal details.

v Do not become emotionally involved!
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PART SEVEN—TRAINING

Info was more times than not HUMINT and often wasn't or couldn’t be verified by
other sources for credibility or reliability; hence single source reporting. Collection
practices were modeled on low-intensity/counter-insurgency type conflict for which
the BG was not trained. The number of personnel trained in criminal intelligence
analysis was deficient; only one person was qualified.

—Comment, 3 RCR Battle Group
OP PALLADIUM ROTO 3 (Bosnia 98)

Given the important role that HUMINT plays in current PSO, troops require
comprehensive individual and collective training in this task during both continuation
and pre-deployment training. Feedback from individual soldiers and units indicate that
there is a lack of training material and expertise available to them to support this training
on aregular or mission specific basis. The following material is meant to provide some
suggested means to bridge this gap.

INDIVIDUAL TRAINING TO SUPPORT COLLECTION OF COMBAT
INFORMATION

HUMINT briefings were done very late in the tour (end Mar) although they were
well received by the soldiers. Without a doubt, this sort of trg should be contained
in the pre deployment package as essential trg. More often than not, soldiers
within a section structure were the ones initiating contact with the indigenous
population. As long as they are our primary source of intelligence, an increased
emphasis must be placed on this type of training. The training given by HUMINT
specialists would have been good knowledge to have before arriving in theatre.

—Comment, by 1 RCR Battle Group
OP KINETIC ROTO 1(Kosovo 2000)

Since August 2000, selected members of the CF have received HUMINT specialist
training in preparation for CF overseas operations. In March 2001, CFTS formally
recognized an OSS for HUMINT training. Later this spring, CFTS will convene a
qualification specification board to define training and infrastructure requirements. In
the meantime, NDHQ J2 staff will continue to work with their allied counterparts to help
identify HUMINT options that could potentially meet the CF’s operational requirements.

DEVELOPING OBSERVATION AND MEMORY SKILLS

Good observation and memory skills are essential to the collection of information
to support the HUMINT process. Like any skills, observation and memory must be
developed and practised routinely in order to maintain them at a high level of
effectiveness. The activities at Annex C are just a few of the means available to
develop and hone observation and memory skills. Imagination and additional reading
should provide a host of others that can be practised during both programmed training
and spare moments.
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INTEGRATING THE HUMINT PROCESS INTO COLLECTIVE TRAINING

Human Intelligence (HUMINT) gathering techniques must be taught during pre-
training. Dismounted patrols spent a large amount time patrolling and interacting
with the local population. This includes training with interpreters and learning more
about the local culture. The cultural training proved inadequate, which was covered
in detail in the Ph2 POR.

—Comment, 2 PPCLI Battle Group
OP PALLADIUM ROTO 6 (Bosnia 2000)

Itis acknowledged that conducting HUMINT training in a Collective Training context
is difficult, particularly given the relative short duration normally inherent in such activities.
However, while this fact is recognized, there are certain actions that can be taken to
foster the skills that need to be developed. The following tips are not all inclusive. If
your experience has indicated other activities that are also successful, do not hesitate
to forward them to the ALLC for wider dissemination.

g The exercise should be designed to
actively incorporate the HUMINT
process. Specifically, higher level
products that will generate the
necessary collection activities at the
patrol level must be provided.

g Exercise Control (EXCON)
participants need to be well briefed
on the expectations of them and their
behaviour as it applies to provision
of information to exercise players.
Those who represent locals must
be proactive in their approach to the
collection of information, however
this cannot be haphazard. The
Master Event List (MEL) must be well
developed and preclude EXCON
from having to use imagination,
thereby resulting in inconsistency,
in areas where information is being
collected.

g A dedicated “population” director (who also acts as one of the locals, possibly
in a responsible position) and who as some background or knowledge will help
in keeping events “real”.

g EXCON need to have a good grasp of the major aspects of the culture they
represent, and be able to exhibit these in their behaviour. One example is attitudes
in dealing with female soldiers. Another is portraying an unrealistic proportion of
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a local population as drunken “louts”.

g Just as soldiers will have answers to Frequently Asked Questions, locals
should likewise have access to the same questions. They should be encouraged
to ask such questions with a view to opening opportunities for soldiers to develop
interaction skills.

g Platoon and section commanders should be given the flexibility to determine
patrol composition, routes and in some cases method of conduct (vehicle type
and possibly force protection issues), with a view to demonstrating how collection
is enabled or hindered.

a Ensure that appropriate debriefing of patrols takes place, particularly with respect
to information that should be provided by throught the HUMINT process. Reinforce
the importance of the soldier to this activity. Continually reinforce the information
that was or should have been collected.

g Find alternatives that will improve practice in working with interpreters. For
example, if resources allow make use of French/English speakers and use local
resources as translators. If this is not achievable, have conversations with
locals go through a second party representing an interpreter even if in one
language. This will put into practice many of the minor but important actions such
as positioning and thinking about packaging information among others.

g Provide patrols with the same imagery capability they will have available in
theatre. Make sure it is effectively utilized.

a Use the AAR process, including imagery, to discuss the effectiveness of
information collection techniques. This can be done for any and all training
activities, but are particularly effective when supported by imagery and “experts”
for certain canned activities where there are specific lessons to be emphasized.

PART EIGHT—CONCLUSION

HUMINT is a critical force multiplier in the conduct of Peace Support Operations.
It can provide commanders with information that will permit them to identify potential
problems and requirements and allow them to be proactive in dealing with them. Each
mission will offer different challenges to the collection of information in support of the
HUMINT process. It has become clear that all members of a Canadian contingent must
be aware of the potential role that they can play in collecting information that contributes
to the development HUMINT and receive the necessary training and education to permit
them to do so.
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ANNEXA
POINTS FORBETTER VIDEO

The value of a Combat Photo Team in the collection of information/intelligence
was aptly demonstrated when a team was deployed from NDHQ/J2 in support of
the BG during Op WEMBLEY in Drvar. It is strongly recommended that similar
deployments occur in support of operations with specific objectives. If it is
determined that a TO&E adjustment is required to incorporate a permanent Combat
Photo Team into the BG or CCSFOR, then potential offsets must be found, possibly
from within the BG.

—CommentHQ CCSFOR
OP PALLADIUM ROTO 2 (Bosnia 98)

A picture is worth a thousand words, and for a patrol that has travelled 50 km,

been on a VCP for hours and talked to a dozen people in town, a video record of main
events is invaluable. Video not only records moving images, but also sounds and
voice. A video camera can be used as tape recorder to keep a video log and other
comments you may wish to remember later. It is easier to make patrol reports from a
video. Here are some tips on the employment of Video Cameras:

v

Keep the video camera
zoomed out, so that you
encompass the entire
area. Avoid zooming in
and out; you will, on
average, gain more
information and miss less.
Most cameras will have
sufficient resolution to get
the details you want. See
below for taking a picture
of a point target.

Keep the tape rolling.
Video tapes are relatively inexpensive. It never fails, as soon as you turn the
camera off, something will happen.

Support the camera as much as possible (i.e. using your vehicle, building, locking
your arms, etc...). Obviously, it is more difficult to take a video from a moving
vehicle. Do not support your arms with the moving vehicle, and always point
camera forward or to the rear, but never to the side. Side shots tend to be a blur
and you encapsulate more of the target as you approach or retire from the target.

Be discreet. When on foot among people, you may wish to ask permission first.
When in a vehicle place the cameraman in the back. Use the driver, commander
and other crewmembers to wave at individuals and other motorists who observe
your vehicle. 9 times out of 10 passers-by will notice the waving crewman and
pay no attention to the cameraman.

The cameraman tends to be focused on taking pictures and is normally unaware
what is happening around him. Work in pairs so the second man provides
situational awareness.
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ANNEXB
BASIC ANALYSISTOOLS

Analysis of HUMINT is normally conducted by intelligence staffs who possess
the specific skills and training and have access to a greater scope of information that
is necessary to render such analysis valid. As aids to conducting such analysis, many
tools have been designed that assist HUMINT analysis in visualising large amounts of
data in graphic form. Some of these tools may be used at the lower tactical levels (for
example coy level by the Ops WO) as a means of collating information to make it more
understandable to those tasked with collecting additional information. Additionally,
there are cases where initial limited analysis is necessary, and intelligence personnel
support is unavailable. Thus, while it is normal to expect analysis to be assigned to
intelligence staffs, an example of how some of the more basic products might be used
at the lower tactical levels is shown below.

There are three basic techniques (tools) used as aids in analysing HUMINT-
related problems. These techniques—time event charting, matrix manipulation, and link
diagramming—used together, are critical to the process of transforming diverse and
incomplete bits of seemingly unrelated data into an understandable overview of an
exceedingly complex situation.

The following examples are intended to provide a simple demonstration on how
information that is gathered at various levels within an operation can be integrated
using the above mentioned analytical tools.

HUMINT DATA RECEIVED BY COMPANY HUMINT MANAGER

During a routine visit to the mayor of a local town currently populated predominantly
by Ethnic Group B, the Liaison Officer is asked if rumours about the imminent return of
large numbers of Displaced Persons Returnees and Evacuees (DPRE) of Ethnic Group
A, former residents of the area, are true.

a 2 Feb. From a Patrol Report. Two new style German make cars are seen parked
in front of Café # 1. The occupants, New Face # 1 and New Face # 2, apparently
better fed and definitely better dressed than the local people are seen talking to
the Mayor and the owner of Café # 1. The Patrol Commander arranges for a
group photo of the patrol in front of the café, with New Face # 1 and # 2 in the
background.

g 5 Feb. A Company patrol secures a copy of a paper flyer being handed out in
town. The translated flyer tells local people that soon large numbers of refugees
will be returning to the town and local area and will take away their homes and
jobs.

g 12 Feb. From a Patrol Report. A mounted patrol notes a large number of vehicles
parked in front of the home of the Cement Factory Owner. A check of license
plates indicates that the vehicles belong to the Mayor, the Police Chief, owners of
Café # 1 and 2, Trucking Company Owner and the Distillery Owner.

g 14 Feb. From a Patrol Report. During a visit to the local market, a number of empty
stalls are noted, which is considered by the patrol commander to be unusual for
this time of year.
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16 Feb. From a Patrol Report. During patrol in local countryside, the patrol
receives several complaints from farmers who complain that they have been
unable to obtain permits to sell their goods at the local market. This is the firsttime
that it has happened. They believe that only farmers from Ethnic Group A are
being denied permits.

27 Feb. From Brigade Intelligence Officer. The car of the Cement Factory Owner
is spotted in the capital city. He was seen speaking with a brigade commander
of belligerent forces who is well known for his anti-peace process rhetoric.

1 Mar. The Liaison Officer is invited to a local School Board meeting, where the
principle announces that a decision has been made to divide classes into ethnic
groups in order to “better meet the unique needs of the children of Ethnic Group
A.” School Board members include Mayor, owners Café # 1 and # 3, Owner
Cement Factory and Owner Trucking Company.

12 Mar. From a Patrol Report. While monitoring a local ethnic festival that is
sponsored heavily by Café # 1, New Face # 1 and # 2 are seen drinking heavily
with Mayor, Police Chief and owner Café # 1.

13 Mar. Company Operations Centre receives a report from a Coyote Observation
Post of two houses on fire on the edge of town. A patrol sent to investigate finds
that the homes are empty and there is an absence of local police on the scene.
Neighbours indicate that the homes used to belong to people from Ethnic Group A.

15 Mar. Operations Centre receives a report from a patrol of the establishment of
two unscheduled road-blocks by local police who are checking the identification
papers of people coming into town.

TIME EVENT CHARTING

From the above information, a time event chart can be used to graphically portray

this information.

» 1.0 » 20 »
1996 2 Feb 96 5 Feb 96 12 FebQ6
2 Feb 96
Rumours of New faces seen Handouts and Meeting of
DPRE returns in town placards seen businessmen &
(DPRES) officials
4.0 —» 5.0 —» 6.0 —» 7.0

14 Feb 96 1 Mar 96 08 Mar 96 12 Mar 96

Problems with Announcementon  Schools commence Ethnic

market passes school segregation segregation celebration day

LEGEND: The time event chart shows a chronological

record of an individual or group activity. It is designed
: —Pp 9.0 — | todo this in a simplistic and efficient manner. Symbols
13/1ar96 15 Mar 96 used should be clear and easy to understand. In the

example shown:

Houses burnt down by Police start local

Triangle — Beginning and end of the chart

unknown arsonists roadblocks Rectangles — Events
X — Significant or noteworthy event

These symbols can be changed to suit the user.
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MATRIX CREATION AND MANIPULATION

A matrix is often the easiest and simplest way to show relationships between
items. These items can be anything perceived as relevant to the situation; people,
events, addressees or organizations for example. The result should be a clear concise
picture of “who knows whom” or “who has been where and/or done what.” The two
most common forms are the Association Matrix and the Activity Matrix.

ASSOCIATION MATRIX
Mayor (Political Party B)
Police Chief LEGEND
° Café Owner 1 ® Known Associate
Café Owner 2 O Suspected Assoc
° Café Owner 3
[ Cement Factory Owner
®| \ Trucking Company Owner
® Distillery Owner
Farming Cooperative Chairman
Taxi Company Owner
[ School Board Chairman
® Entity Armed Force General
® ® Leader, Political Party A
[ [ New Face 1
o |o [\ New Face 2

An association matrix shows the connections between key players in any event
or activity. It can be constantly updated and expanded as the situation dictates.

ACTIVITY MATRIX
[] ole [ Mayor (political party B)
LK) Police Chief
LK) Café Owner 1
o |eo Café Owner 2
° Café Owner 3
LK) ol Cement Factory Owner
LK) Trucking Company Owner
[] [ Distillery Owner
[) Farming Cooperative Chairn
[ Taxi Company Owner
o |@ o School Board Chairman
® Entity Armed Force General
° Leader, Pollitical Party A
° ° New Face 1
[] New Face 2
2
£ =)
Q @
N9 EAN® Q
§3eee 2
SBLBEVR_T LEGEND
c£000ge
285cccB85 ® Known
2 Ta soo 39 Q
c¥%vo089D Suspected
= >ONNNCcD
28288 c g
82838388
S0o<nnnng
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An activity matrix is used to determine connectivity between individuals and
organizations, events, activities or anything other than persons. The analyst can tailor
rows or columns to fit the needs of the situation. A computer spreadsheet is the ideal
format for creating but pencil and paper also work. The activity matrix will often build on
information developed in the association matrix. The matrix can reveal:

g Structure of organizations, cells, support networks and communication networks.
g Links to other organizations and entities.
g Group activities and operations.

LINK DIAGRAMING

Entity Armed Forces | Local Politicians

General

Local Businessmen

Police
Chief

Local Authorities |

Mayor

HOFD

Café Owners

10 L0l

New Faces

Link diagramming is used to depict the more complex linkages between a number
of entities, be they people, events, organizations or anything else. Itis used in many
investigative efforts such as criminal investigations (especially organized crime),
terrorism analysis and even medical research. People should be grouped into
organizations or cells based on information gathered. Lines are then drawn representing
connections. Since each individual is shown only once, and some individuals may
belong to more than one organization, some of the cell or organization blocks may
overlap.

The combination of matrix manipulation and the link diagram present a graphic
depiction of an extremely complex information or threat situation in a clear and concise
picture.
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ANNEXC
INDIVIDUAL MEMORY TRAINING TECHNIQUES

BASED ON INFORMATION FROM B-GL-322-006/FP-001, INFANTRY,
VOLUME 5, SNIPING: THE KIM'S GAME

Background. Kim's Games date back to the days of Rudyard Kipling and his

messengers. This technique was further developed by the Canadian Army to train
snipers in observation and recall. Itis used today in military schools around the world
to train snipers to observe situations during short periods of time, extract as much
detailed information as possible, and recall/record the event accurately for future use.
These same skills are essential to soldiers involved in the collection of HUMINT.

A Kim’'s Game generally consists of twelve variable items that are military in

nature. Generally, these items are placed on a table and covered with a blanket or cloth:

O

The participants gather around the table and observe the objects when
uncovered.

The participants cannot touch the items or talk or write anything down during the
entire exercise.

After a prescribed amount of time, the items are covered again and the participants
write down their observations on an answer sheet.

Because there is a time limit on the recording time as well, the participants must
write down essential details that will describe the object accurately, trying not to
use unnecessary words which will use up recording time. Descriptions should
include the following:

° Appears To Be (ATB). The object appears to be an AK-47 round, radio
handset, scope, etc.

° Colour. The colour of the object.
° Condition. The object is new, old, dented, etc.
° Shape. Round, square, oblong, etc.

° Size. The size of the object is described by giving the approximate
dimensions in a known unit of measure or in relation to a known object.

There are many variations that can be incorporated into a Kim's Game such as:
Extending the amount of time between observing and recording.
Varying the time limits on observing or recording or both.

Incorporating external distractions into the exercise while the students are
observing or recording.

Using different methods to display the items, such as via slide show or using
pictures
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O

Using a person as the observation object. When using a person, this individual
must be carrying or wearing 12 military related items on his person that are
identifiable. ltems range from identifiable utility tops and bottoms, to boots that
are camouflaged to look different than usual, to weapons and equipment. This
exercise is particularly good for identification of insignias, uniforms, and weapons.
This exercise may be staged so that the individual appears quickly to create
confusion and surprise, and moves out of sight abruptly after a predetermined
time limit. This will test the participants’ ability to recall information under pressure.

MEMORY ACRONYMS
Identifying People (A-H) Vehicles Ships Aircraft
A-Age H — Hull M — Mast W — Wings
B — Build A — Armament A — Armament E — Engines
T — Turret S — Superstructure | | F — Fuselage
C — Complexion S — Suspension H — Hull T - Tall
D — Distinguishing
features
E — Elevation
F — Face
G — Gate
H — Hair
Iz )

\\
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